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Towards a global Quantum Safe Network (QSN)
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Towards a global Quantum Safe Network (QSN)

e i Intercontinental QSNs
?3“ = FE’% interlinked using

Satellite QKD

Large scale National QKD PIC TECHNOLOGIES TO SUPPORT ALL )
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SYSTEM INTEGRATION OF QKD CHIPS




PICs for High-Density Access QSNs
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PICs for High-Density Access QSNs

Photonic Integrated QKD System with Monolithic Chips
QRx

A set of compatible chips
* InP QRNG chips

* InP QKD Transmitter chips

« SiN QKD Receiver chips

Synchronization
Feedback routines

Photonic packaging
* Interface QKD chip with driving
electronics and optical channel Pluggable compact form factor modules (CFP2)

«  Thermal control (dT<0. o Fixed pinout, same host electronics => upgrade, maintenance -
. M < h d .Col ! Ot(dt' 0.005°C) Same approach as coherent optical commes. Ope_ratlon
EenEllicell PIoliecion] Low cost: off-the shelf parts * Firmware

« Software
* Key management
T. K. Paraiso, T. Roger, D. G. Marangon, I. De Marco, M. Sanzaro, R. I. Woodward, J. F. Dynes, Z. Yuan and A. J. Shields,

. C © 2026 Toshiba Europe Ltd. 7
A Photonic Integrated Quantum Communication System, Nat. Photon. 15, 850-856 (2021)



PICs for High-Density Access QSNs

Fully real-time
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Applicability

Interface with industrial-
grade encryption system

100G data encryption rate
AES 256 (256+96 init.) bits

Key management API
compliant with ETSI GS

Sihgle photon QKD 014 standard
Error Correction e ’-TVF‘— — External APDs
Privacy Amplification Bt Am Standalone box (2U)
Feedback l \ : Signal processed in BOB FPGA
T. K. Paraiso, T. Roger, D. G. Marangon, |. De Marco, M. Sanzaro, R. |. Woodward, J. F. Dynes, Z. Yuan and A. J. Shields,
A Photonic Integrated Quantum Communication System, Nat. Photon. 15, 850-856 (2021)
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DATA AES 256 AES-256 DATA * Number of AES keys per second 1335
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MULTI-FUNCTION CAPABILITIES WITH HYBRID
INTEGRATION

Enabling High Connectivity




Multi-Function Chips using Hybrid Integration
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PICS for Multi-Node QSNs

2 independent high-speed, ultra-low loss interferometers

SiN: 2 x Asymmetric Mach

InP: 2 x Electro-optic phase modulators v
(") Zehnder Interferometers

« High bandwidth > 20 GHz
* lowV <5V

* Ultra-low propagation loss (<
0.1 dB/cm)

* Integrated thermo-optic phase

* No phase dependent loss

shifters

« High resolution manufacturing

EOPM Rx.
(stepper, e-beam lithography)

Low interface loss < 1 dB

> Typ. 7.5 dB total circuit loss, fibre to fibre

A Hybrid Transceiver PIC for Quantum Communications

© 2026 Toshiba Europe Ltd. 11



PICS for Multi-Node QSNs

BB84 Time-bin encoding
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PICS for Multi-Node QSNs

Hybrid PIC #1 - Alice

Hybrid PIC #2 -Bob » High interferometer reproducibility:
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Dolphin, J. et al., A Hybrid Integrated Quantum Key Distribution Transceiver Chip, npj Quantum Inf 9, 84 (2026)



PICS for Multi-Node QSNs

Hybrid PIC #1 - Alice

EML Chip
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Hybrid PIC #2 - Bob

» High interferometer reproducibility:

Circuit reproducibility

InP EOPM
Avg. 3.54 dB

ography

tum bit error rate

SiN-InP interface » SECUre key rate
2 8 Avg. 1.80 dB
0 (0.90 dB per interface)
Equivalel 32 6- 2 Distance / km
50 © SiN AMZI 200 250
107 y=—————= 8 Avg. 1.10 dB . . 12
i ~o P O 4 .
3 ~.8 , (0.14 dB/cm) ® Secure Bit Rate
9 ~ "-.\ .
106 - ) e ® RawBitRate | 10
o 21 Fibre-SiN interface ® QBER !/
., : Avg. 1.32 dB Y¢ Real fibre ,’
a 10° 3 0. (0.66 dB per interface) ’! - 8 5
2] 1A 1B 2A 2B 3A 3B 4A o, 180kmfibre =
U 104 ] Hybrid Chip-Circuit R2 Y | x
o 10 i Y & / 6 0
g Alice Transrme NP - m (o ATIce Recerve ~‘ .“‘x / 2]
| fe) ~ / (@] - E | ‘t 0. / (@}
g 103 4 - \\‘ ‘y’ - 4 o 103 4 |:> ~ ‘i - 4
b hat 5 R T
— | - — > |
102 - PR L2 102 - | A L 2
7 l.__.» ootk
I %3 o-0-0-0-0-0-%° \ i o-0-0-0-0- \
10t . . . ; 0 10t . . . . - 0
0 10 20 30 40 50 0 10 20 30 40 50

Channel Attenuation / dB

Dolphin, J. et al., A Hybrid Integrated Quantum Key Distribution Transceiver Chip, npj Quantum Inf 9, 84 (2026)

Channel Attenuation / dB

© 2026 Toshiba Europe Ltd. 14



Chip-Scale Single Photon Detection

in QKD system

deployment

frequency gating and quantum communications

» Hybrid integration to combine QRx and SPAD functions

Concept:
» Ultra Low-Loss Waveguide Chip
» GHz SPAD array

» Quasi-planar coupling technique
> Low coupling loss ~ 1dB

Hybrid integrated QKD Receiver with SPAD arrays

Context: Single photon detectors are among the most expensive components
Proposed solution: Miniaturizing single photon detection to enable scalable

> In-house development of InGaAs/InP SPAD arrays compatible with high-

Alignment of waveguide chips to SPAD arrays

) Waveguide
Chip

Low-loss waveguide
circuit

Ky
K,

K3

SPAD Array “
l—’ M
L n;
N3

Collective 1 GHz Vo Vs v, vy
Drive Individual
Pixel Biases

Functionality and loss compensation

»  Characterization of a 4-ch straight
waveguide chip coupled to 4-SPAD
array

»  Bias voltage compensates for uneven
SPDE, waveguide loss, coupling loss

»  Ultra-low interpixel crosstalk probability
<0.1%

J. Dolphin, R. Scowen, L. Wells et al.
Hybrid-Integrated InGaAs/InP SPAD Arrays for Quantum Communications.
Optica Quantum 4, 7-13 (2026)

© 2026 Toshiba Europe Ltd.
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Chip-Scale Single Photon Detection

Detector Integrated QKD over 100km single mode fibre, SKR > 10kb/s
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[ o

Encoding PIC

Filter

Pol C
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Eob
Pol. C.

QOO0

Phase Mod.
|

Receiver Assembly

SPAD Array!

Functional QKD Rx chip
Ultra-low loss
Vertical coupling

Dolphin, R. Scowen, L. Wells et al.

GHz-gated SPAD array

Hybrid-Integrated InGaAs/InP SPAD Arrays for Quantum Communications.
Optica Quantum 4, 7-13 (2026)

Fibre
channel

Base QBER < 2.9%
SKR ~ 0.9 Mbps back-to-back
Emulated loss up to 22dB
100-km fibre SKR = 15 kbps

Room Temperature SPADs
SKR = 2 Mbps back-to-back
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Realising a global Quantum Safe Network (QSN)
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* Practical route towards industrialization

* QKD as a pervasive technology
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Perspectives, Challenges and Opportunities for Quantum PICs

Modulation

*High speed
modulators, low
Vpi, low loss

*New materials

Lasers

*Narrow linewidth

«Direct modulation
at high bandwidth,
highly linear for
low-cost encoding

Waveguides

«Polarization
manipulation

*Nonlinear optics

*Non-reciprocal
waveguides

*Propagation losses

Quantum light
sources

+Single emitters,
high brightness
and
indistinguishability

*Entanglement
generation

*Room temperature

Detectors

+Single photon
detectors,

EIC/ASIC
integration

*To provide further
miniaturization

Supply chain

*PIC maturity,
reliability

compact, low cost *Wider-scale *Qualifications &
*SNSPDs, APDs technology certification
*Waveguide adoption «Hybrid PICs
integration *Expensive potential
*High speed GHz *Packaging
«Affordable
prototyping
«Efficient fibre
coupling
-Standards?
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DESIGN AGNOSTIC QKD

Accelerating adoption

rope Ltd. 19



Quantum Supply Chain: Challenges and Impacts

* Currently there is no established supply chain for QKD & other applications due to the lack of:
— Standard package
— Standard electronic interconnect
— System-integration standard
- Solutions are vendor specific / project specific
— High R&D and integration costs
— Requalification, longer time to market
« High device price-point and lack of comparability limits technology trials to niche applications
— Specific sectors, limited number of end users
— Operators face high lifecycle costs: maintenance, upgrade

QTx-PIC Drive . New

. New : FiIrmware
architecture Packaain electronics redesian control |
change 9ing redesign J software |

=

~ Z =
- / g -




Towards Hardware-Level Interoperability
AMZIl-based PIC

Phase-seeding based PIC

Injection Gain-switched

Laser Laser

LATE EARLY
PULSE PULSE

OIL (Optical Injection Locking) Intensity
f | Modulator
1st Laser VOA 2nd Laser IM
Electrical Modulation /\‘ 77777777777
_____ T
T . Pulse curving with a Multi-level
Direct phase modulation phase encoding intensity
modulation

Paraiso, T.K., De Marco, |, Roger, T. et al. A modulator-free quantum key distribution transmitter chip. npj Quantum Inf 5, 42 (2019)

EOPM Rx.

LATE EARLY
PULSE PULSE

Delay
17,"4 ‘.\
: Intensity
Delay Line Modulator
A A A 2
Phase Coupling pulse pairs Multi-level
Modulator intensity
modulation

J.A. Dolphin et al., A Hybrid Integrated Quantum Key Distribution Transceiver Chip, npj Quantum Inf 9, 84 (2026)

Pros

Cons

Pros

Cons

* Modulator free = small footprint, low-cost
* Sub 1V modulation voltages
* Flexible operation e.g. clock rate

 Sensitive to laser wavelength variation
* No chip-based isolation

 Robust against fabrication variations
« Stable operation

» Bulkier
* Higher operation voltages
 Fixed clock rate (delay line)

© 2026 Toshiba Europe Ltd.
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Towards Hardware-Level Interoperability

Phase-seeding based PIC

Injection Gain-switched
Laser Laser

A A

—

LATE EARLY
PULSE PULSE

OIL (Optical Injection Locking) Intensity
f A ‘ Modulator
1st Laser VOA 2nd Laser 1Y/
Electrical Modulation PSRN

T '
Pulse curving with a Multi-level
phase encoding intensity

modulation

Direct phase modulation

Paraiso, T.K., De Marco, |, Roger, T. et al. A modulator-free quantum key distribution transmitter chip. npj Quantum Inf 5, 42 (2019)

v <(05.17)

AMZI-based PIC

EOPM Tx.

LATE EARLY
PULSE PULSE

. Delay
- "i i

: Intensity
Delay Line Modulator

A
Phase Coupling pulse pairs Multi-level
Modulator intensity
modulation

J.A. Dolphin et al., A Hybrid Integrated Quantum Key Distribution Transceiver Chip, npj Quantum Inf 9, 84 (2026)

We propose a design-agnostic hardware platform as a first step toward future

standardised interoperable QTx control electronics.

© 2026 Toshiba Europe Ltd.
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System Architecture (Design Agnostic Feature)

/Design Agnostic system: \

U Based on pluggable QTx modules
O Hardware abstraction layer
0 Common set of digital driving signals

U Single host electronics driving multiple chip
architectures

HostIi

| QTx Design A

Electronic | QTx Design B
Board ' QTx Design C

KSocket with universal pinout /

Hardware interoperability through
functional representation of driving
requirements:

Pulse generation, Intensity modulation,
Phase encoding, Phase randomization

Common Analog
digital domain conversion
engine @host/module

Host

Electronic
Board

Drive signal sources (RF pulses)

© 2026 Toshiba Europe Ltd. 23



System Architecture (Overview)

EC: Error Correction
Pluggable QTx module PA: Privacy Amplification

!ul'
&+
I
[
1
I
[
[

Quantum channel
PIC Analog PIC Analog

Driver Board ! Driver Board Single

Photon
Ethernet Detectors

10G SFP

© 2026 Toshiba Europe Ltd.
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A Hardware-Interoperable QKD System

Comparable performance confirmed: 2 chip designs, single host system

Experimental Setup

Emulated loss
up to 24dB

VOA

Quantum
Channel

Classical Channel
(SFP+, Ethernet)

QTx
Design A

QTx
Design B

A. Khurana et al. in preparation
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A Hardware-Interoperable QKD System

Comparable performance confirmed: 2 chip designs, single host system

50-day stability at high channel attenuation (24 dB, eq. 120km)

Distance (Km)
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6 < i
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Conclusion

A Hardware Interoperable Framework for QKD

Interoperability

We successfully demonstrated a hardware-interoperable platform capable
of operating architecturally distinct QTx designs using common electrical
interfaces.

Feasibility
Stable Secret Key Rate (SKR) and Quantum Bit Error Rate (QBER) over
extended distances confirm the practical feasibility.

Potential

Single vendor: reduce time to market, accelerate innovation

Multi-vendor: establish multi-sourced solutions for PIC QKD,

Operators: reduce lifecycle & ownership costs, accelerate deployment
through flexible QAN integration

QKD community: strong supply chain, low trial costs, accelerated adoption

Acknowledgement: The results obtained in this work were obtained as part of the project JPNP20017

commissioned by Japan’'s New Energy and Industrial Technology Development Organization (NEDO) © 2026 Toshiba Europe Ltd. 27



Realising a global Quantum Safe Network (QSN)

We’re Hiring!
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