
The future of quantum 
networks in a classical 
world



Optical networks – where are we and what are the current pressure points?

Quantum – what will the next 9 years ( to 2035 ) look like?

Should we just keep these two things completely separate??!!

Outline



Fibre – a 21st century global mega project

19th / 20th Century saw massive world-wide infrastructure projects

• Railways, electricity grids, water supplies, telephone networks based on 

copper

21st Century is also seeing massive world-wide build

• Optical Fibre to billions of homes and wireless networks

• Hyperscale DCs increasingly dominated by optics

The fibre already installed is a small fraction of what is to come

• World-wide project will take decades

Cost $100s bns

Will have to endure for ~100 years or more

Optical technology underpins the future

• Essential for all future 5G++ networks

Essential for all consumer internet

Essential for all future smart cities, IoT

Fibre to homes / 5G cells is a century-scale 

investment with century-scale impact

The century of the photon



The Network
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Network domains, all different but all underpinned by optical fibre communications

Sensing for overall 

network health



Some areas for research in classical optical networks

Traffic growth will continue …

• But not to the extent of a capacity crunch

• And many research alternatives to increase capacity

• Transmission capacity not a major research activity for us

Cost, reliability and power consumption

• Focus on how to reduce costs ( e.g. via photonic integration,

 plugs …)

• How to use optics in a power-efficient way

• Use more fibre / do more / faster switching optically ( rather than with 

electronics)…

Fast provisioning

• Hyper / neo scalers need a different scale of networking support

The fibre sensing renaissance

• How to leverage our fibre assets by doing more with them

AI-based network data analysis / network management

• What can AI usefully do with the vast amount of available network 

monitoring data?

BT commercial DAS sensor ( Openreach)



And so to ‘quantum’

Honeywell 
Optical Ground 
Station for QKD in 
a 16 ton 
container  – 
recently installed 
at BT labs

Atmosphere / 
space simulator – 
recently installed 
at BT labs



BT’s London Quantum-Secured Metro Network
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Plan to continue this trial in the medium term, on-boarding additional customers

What: ▪ 5-year metro-based QKD trial with 
Toshiba

▪ 3 node ring

▪ Connections to trial customer sites

▪ SDN-based network + security 
management

▪ Plans to connect to satellite QKD 
ground station

▪ Multiple Networks teams

Why: ▪ Ambition for UK QKD commercial 
service

▪ Design and testing of equipment / 
networks

▪ Validation of markets and use cases

Launched April ’22
Currently supporting EY and HSBC
With partners Toshiba, AWS, Equinix – more coming soon 



Core Site B

Design Details

Core Site A Customer Site BCustomer Site A

QKD = Quantum Key Distribution

KMS = Key Management System
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Future Quantum Network – A 10-15 year vision
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QC#1

QC#2

QC#3

QC#4
HPC

QC – quantum computer – come in different flavours or 
modalities with different capabilities. Supplied by 
different vendors

HPC – High Performance Compute

Pharma 
running 

drug 
design 

algo

Logistics 
optimisation

Financial 
trading / 

investment 
opt

Quantum-
enhanced 

AI/ML

Quantum 
node

Quantum 
node

Quantum 
node

Network orchestration / scheduling

Core 
QKD

Core 
QKD

Core 
QKD

Access 
QKD

Entanglement-based 
quantum network

Quantum compute 
access service

Quantum secured network services

Government 
quantum 

secured net

MNC global 
quantum-

secured net

Own-use 
quantum 
secured 
network

Quantum-
secured 

cloud 
connectivity

Satellite QKD

Quantum-secured ‘access’ 
network

Data 
Center

Potential 
quantum 

sensor 
network



UK Government’s National Quantum Strategy Missions

Mission 1 By 2035, there will be accessible, UK-based quantum computers capable of running 1 
trillion operations and supporting applications that provide benefits well in excess of classical 
supercomputers across key sectors of the economy.

Mission 2 By 2035, the UK will have deployed the world’s most advanced quantum network at 
scale, pioneering the future quantum internet.

Mission 3 By 2030, every NHS Trust will benefit from quantum sensing-enabled solutions, helping 
those with chronic illness live healthier, longer lives through early diagnosis and treatment.

Mission 4 By 2030, quantum navigation systems, including clocks, will be deployed on aircraft, 
providing next-generation accuracy for resilience that is independent of satellite signals.

Mission 5 By 2030, mobile, networked quantum sensors will have unlocked new situational 
awareness capabilities, exploited across critical infrastructure in the transport, telecoms, energy, 
and defence sectors.
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For now, it is a very brave person who doesn’t get involved in ‘quantum’. It is valid research. It 

could have huge implications for the planet. But there is also a significant risk of failure…

QKD

Quantum 

Internet

QKD has not gone well!

 PQC is likely to be ‘good enough’ ( ???? )
 Government recommendations prefer PQC

 Are there use cases that need Information Theoretic security?

A stepping stone

 QKD has accelerated development of components:
 Single photon transmitters, detectors, QRNG, entanglement 

 All these will be needed for a future quantum network

Is the quantum network vision sensible?

 Scale and the loss of precious qubits…
 Need to interconnect quantum computers ( apart from a LAN)

 Quantum computers are good at different types of problems… 

  why interconnect them?

The main disruption from quantum computers is still not known

 Will they find new materials, drugs, fertiliser processes, hydrogen 
manufacture etc?

Can you afford not to be involved?

 

Discussion and some honest views on quantum……..



QKD tech integration with main equipment vendors

 Seen trials with Cisco, Nokia, Ciena, Adtran

QKD on pluggables

 e.g. Cubiq CV-QKD solution

 Make it very easy to integrate 

PQC roll-out will gather momentum

 Huge challenge and the MAIN focus

 Hopefully the algorithms will remain robust…

 Some development around symmetric key dist too

QKD Satellite missions 

 Small numbers of sats in the coming year

 Could increase coverage dependent on demand

Elephants in the room will swing things one way or another

 Quantum computers showing significant quantum advantage

 AI might break PQC

Comments on the mid-term evolution



Co-existence = quantum and classical on the SAME fibre – WHY?

 Access networks  - fair enough – but distances are short

 For a major quantum network – interconnecting very expensive 

 quantum computers

 Why make it EVEN harder by trying to put them on the same fibre?

Cost comparison

 Quantum computer - $10s mns - $bns

 Optical fibre  a few cents / metre….

So SURELY we would build a DEDICATED quantum network with… 

 The very lowest loss Hollow Core Fibre

 Its own unique quantum switches, quantum memories, repeaters, entanglement sources etc

 Too much energy is being focused on trying to make quantum and classical co-exist 

Hollow core fibre

 Potential for dramatically lower attenuation ( <0.1dB/km)

 At the most appropriate wavelengths for a quantum network ( not necessarily 1.5um)

 

Quantum + Classical? Why?



Optical networks are maturing

 More focus now on energy, reliability, flexibility

 Other ways to get value from fibre infrastructure

 Increased capabilities for photonics ( not just transport)

Quantum computers could help change our lives

 In many positive ways through thrilling new discoveries

 In one negative way by undermining our current cryptography

Even though QCs that can break codes are not here yet, we need to prepare now

 It takes many years to roll out new crypto algorithms

QKD is an alternative / complementary approach to future key distribution

 Some customers should consider a multi-layered approach which would include QKD

In the future, QKD will become a stepping stone towards a broader quantum network

 This is a 10-15 year ambition, benefiting from significant government research funding

Conclusions / Discussion

We need quantum AND classical expertise to combine to achieve this

We don’t need to force them all onto the same physical fibre!

But we do need them in the same ROOM!!



THANK YOU!!!

My optics and quantum research team is growing and  recruiting – let me know if you are 
interested  ☺
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