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QKD with Entangled Photons

Entangled Photon Pair Source
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* A. Fedrizzi et al., ,A wavelength-tunable fiber-coupled source of narrowband entangled photons,“ Optics Express 15(23), 15377-15386 (2007)

** F. Steinlechner et al., ,A high-brightness source of polarization-entangled photons optimized for applications in free space,“ Optics Express 20(9), 9640-9649 (2012)
*** F. Steinlechner et al., ,Phase-stable source of polarization-entangled photons in a linear double-pass configuration,” Optics Express 21(10), 11943-11951 (2013)
**** R. Horn et al. ,”Auto-balancing and robust interferometer designs for polarization entangled photon sources,” Optics Express 27(12), 17369-17376 (2019)



QKD-Systems with Entangled Photons / (Q)) symom ormes

O SPDC (spontaneous parametric down conversion) process .
(sp P )P Momentum Conservation

K K;

S I

Pump Crystal kPUMP

——

DCM Energy conservation

Opymp = Ps T O;

© J S Lundeen at English Wikipedia

6/27/22 15



QKD-Systems with Entangled Photons / (Q)) symom ormes

|H)o =2 [H)¢ [H)2
Crystal 2

Crystal 1 90°
| H)p

(400 nm) iy

6/27/22 .



QKD-Systems with Entangled Photons / @

|Hp 2 [H)y [H)>

Crystal 2
Crystal 1 90°
| H)p J
(400 nm) DCM
[Vop 2 [V [ V)2
Crystal 2
Crystal 1 90°
| Vo J
(400 nm)

DCM

6/27/22

QUANTUM OPTICS
JENA

17



QKD-Systems with Entangled Photons / (Q)) sty ormes

|Hyo = |H)y [H)2

Crystal 2
Crystal 1 90°
| Hp /
(400 nm)
DCM
|Vip =2 V)1 [ V)2
Crystal 2
Crystal 1 90°
| V)p d )
(400 nm)
DCM

6/27/22

[Hyy > ([Hyp+ei® [V)). > 5 ([H)y[H),+ e [V);]|V)y)

T Y
Pump Pump + HWP
HWP Crystal2 - L e,
(22.5°) Crystal 1 90° F—

18



QKD-Systems with Entangled Photons / (Q)) sty ormes

¢
/ :
2 ,-f

6/27/22 Strictly Confidential 19



QKD with Entangled Photons QD) srowornes

EPS has an intrinsic trust relation with parties

o No QRNG / RNG
o Usage of “spooky action”
o Mostly passive elements — Ockham*s Razor / KISS principle

o Source independent QKD scheme
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o Single Photon Detection o Single Photon Detection
o Sifting o Sifting

o Error Correction o Error Correction

o Privacy Amplification o Privacy Amplification
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Analyzer Module
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QKD secured IPSec

Technologie- und
Innovationspark Jena
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nnovation
Wachstum | FUR IDEEN

Tunnel-id Local

1 10.1.50.220/500 10.1.50.221/500 :
Encr: AES-CBC, keysize: 256, PRF: SHAS12, Hash: SHAS12
Life/Active Time: 120/23 sec a8
CE id: 1039, Session-id: 20
Status Description: Negotiation done AT
Local spi: S7E73831704ES16A Remote spi: D2440E9BS0806FAC
Local id: 10.1.50.220 DA ¢
Remote id: 10.1.50.221

Local req msg id: 2 Remote req msg id:
Local next msg id: 2 Remote next msg id:
Local req queued: 2 Remote req queued:
Local window: 5 Remote window:
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